
Low Level Design Document

Introduction

This Low Level Design (LLD) document details the core implementation plan for Helios - Secure
Healthcare Appointment System. Helios is a robust, secure platform for managing healthcare
appointments, featuring RESTful APIs, JWT authentication, role-based access, advanced error
handling, asynchronous notifications, and Dockerized deployment. The system uses Java (Spring
Boot), React, MySQL, and Maven.

1. System Components

Component Technology Key Responsibilities

API Gateway Spring Boot Route requests, authentication, error handling

Auth Service Spring Boot JWT issuance/validation, user login/registration

Appointment Service Spring Boot CRUD for appointments, business logic

Notification Worker Spring Boot Async email/SMS notifications

Database MySQL Persistent storage

Frontend React Patient/doctor dashboards, API integration

Docker Deployment Docker Containerization, orchestration

2. Class/Interface Overview

Class/Interface Description Key Methods/Attributes

User User entity (patient/doctor/admin) id, name, email, password, role

Appointment Appointment entity id, patientId, doctorId, time, status

UserController REST endpoints for user actions register(), login(), getProfile()

AppointmentController REST endpoints for appointments create(), update(), cancel(), list()

AuthService JWT auth logic generateToken(), validateToken()

NotificationService Async notification logic sendEmail(), sendSMS()

AppointmentRepository JPA repository findByDoctor(), findByPatient()

Relationships:

User  ↔ Appointment  (One-to-Many: patient/doctor to appointments)
Controllers use Services; Services use Repositories



3. Data Structure Overview

Entity Fields

User id (PK), name, email (unique), password (hashed), role

Appointment id (PK), patient_id (FK), doctor_id (FK), time, status

Notification id (PK), user_id (FK), type, content, status, created_at

4. Algorithms/Logic

Authentication Flow (JWT):

POST /login:
  - Validate credentials
  - If valid, generate JWT with user role
  - Return JWT to client

Request with JWT:
  - Intercept request
  - Validate JWT signature and expiry
  - Extract user role for access control

Appointment Booking:

POST /appointments:
  - Authenticate user (JWT)
  - Check doctor availability
  - Create appointment record
  - Trigger async notification to doctor/patient

Notification Dispatch (Async):

On appointment event:
  - Push notification task to queue
  - Worker processes queue, sends email/SMS

5. Error Handling

Scenario Handling Approach

Invalid credentials 401 Unauthorized, error message

JWT expired/invalid 401 Unauthorized, prompt re-login

Access denied (role mismatch) 403 Forbidden, error message



Appointment slot unavailable 409 Conflict, suggest alternatives

Database errors 500 Internal Server Error, log and notify admin

Notification failure Log error, retry with backoff, alert on repeat
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